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Welcome

• Bacula is a client-server backup system that 
runs on a variety of platforms, mostly 
*NIX.

• Most of what I’ll talk about is Bacula’s 
functionality, along with a simple example 
implementation.

• But also: my issues, and some edge-cases.
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• Abstract
• Functionality

• Client-Server architecture
• Third Server (Storage)
• Client Support
• Features
• Implementation Details
• Issues
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• Example
• Simple Server + 1 client
• Configurations
• Sample backup output
• Sample recovery

• Edge-cases
• Summary

• Questions?
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What is it?
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• Backups: Copy data from here to there.

Complexity: Security

Complexity: Managing resources

space, bandwidth, MTTR

Complexity: Recovery Scenarios

Wednesday, 14 March 12



• What problem are we trying to solve?

System Errors hardware, network, application, disk 

User Errors mistakes, errors

Unknown errors System and User errors in time
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• Protecting against unknown errors

the more copies the better

overhead: space, lookup
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• Backup vs. Archive

Business issues

Regulatory issues

Key operational challenge: fresh metadata, 
optimized recovery.
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• Clients and Servers

• Open

• That which is least ugly is most pretty.

• Flexibility

Why Bacula?
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Functionality

• Client-server

• The “Third Server” (SD)

• Client Support
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Features

• Encryption
• Authentication - Shared Key between daemons

• Encryption at FD (encrypt at source)

• Supports TLS between daemons 
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Features UI
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Backup Sets

• Disk
• As-if tape volumes

• Can be compressed

• Limit size

• Can require “mount” - so can defer location
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Backup Sets

• Tape
• Supports wide variety of media formats

• Libraries/autoloaders, barcode labels &c.

• No support for hardware encryption

• Based on OS support (i.e., mtx, scsi)
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Implementation Catalog

• Database-backed catalog

• Supports MySQL, postgres, Oracle, sqlite

• Generally requires some amount of tuning

• Schemas relatively accessible

• Console support for scripting
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Implementation Devices

• Along with Disk Files, some support for 
optical media

• Bacula Enterprise includes NDMP

• FD can perform raw I/O (pipes)
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Implementation Configuration

• File-based configuration for each daemon

• Director sections:
Director {}

JobDefs {}

Job {}

FileSet {}

Schedule {}

Client {} ...
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Implementation

• Spooling

• Buffering client data on disk 

• Drive tape drives at full speed

• Multiplexing

• Multiple clients per output stream 

• Adverse impact on MTTR
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Issues Complexity

• Configuration relatively clean, functions 
have grown organically
• so: lots of files

• duplication of or unclear parameters

• functionality is opaque.
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Issues Complexity

• Documentation fair, pretty steep learning 
curve
• references difficult for beginners

• lots of “don’t forget your coat”

• mentions of “coming attractions” - not. 
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Issues Complexity

• Functionality partially developed then 
abandoned 

• DR is dicey

• Project developed by a team, and is clearly 
the work of many hands.
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Issues Performance

• Generally not inefficient, but:
• recovery can be lengthy, depending on complexity 

of storage strategy

• multiplexing clients onto backup media speeds up 
backup at the cost of recovery

• recovery without a catalog possible, but also very 
slow
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Issues Architecture

• Difficult to implement failover

• All functionality controlled from backup 
console, which must talk to single director

• Nomenclature confusion: difficult to 
understand certain limitations ( “Pool” v. 
“Storage” v. “Device” WRT Director v. SD 
definitions).
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Issues File Sets

• Until recently, selection of files by “last 
update” date.

• Modification of FileSet directive causes Full 
backup of target.

• “Accurate” backup introduces 
inefficiencies, still fairly new.
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Example

• Simple Server + 1 client

• Server: Director, SD, FD; disk-based set.

• Configuration Overview

• Example (incremental backup); restore
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Example Setup Background

• Centos 6.2

• Packages installed: mysql-server bacula-
director-mysql bacula-storage-mysql      
bacula-client bacula-console-bat bacula-
console

• MySQL: bacula user

• Bacula DB setup scripts

• create/chown bacula /var/backup
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Edge Cases VMware Backups

• vcbMounter: cycle through ESX server 
vmdk files

• scp to Bacula server

• script Bacula backups of VMs to tape
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Edge Cases NetApp backups

• Problems retaining metadata from mixed 
NFS/CIFS environments

• Server access to shares not fast enough

• Solution: NetApp console, shell, dump to 
Bacula via pipe.

• Very fast, piece-recovery somewhat slow; 
not usable via ssh.
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Edge Cases AWS Offsite

• Destination directory for backup sets 
amenable to synchronization

• If already encrypted, resource savings by 
not re-encrypting data

• Backup sets of reasonable size correlate 
well to AWS S3 “buckets”.

• But: Bacula assumes media is cheap!
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Summary

• It’s a complicated application, but what it 
needs to do is also complicated.

• Getting started not difficult, but concepts 
can be challenging.

• Open project, active = worth your time if 
these are problems you need to solve.
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Summary  Project

• Bacula: http://www.bacula.org

• Mailing Lists: https://sourceforge.net/
projects/bacula/

• Latest release: 5.2.6, 26Feb12.
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• Any (more) questions?

• Thank you!

• http://kmpeterson.com/special/bblisa-bacula

K. M. Peterson
kmp@kmpeterson.com

http://kmpeterson.com
@kmp
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